aah pEHbIM B -
FOBOPAT NP0 AEHBI'K?
MOLUEHHUKKN?
HE NAHUKYW!
B sanroco NEPEMPOBEPH!




UTO AOEJIATDb, ECJIN C KAPTDI
YKPAJIUA OEHbIN?

© 3AB/IOKUPOBATDL @® HAMUCATb © OBPATUTbLCAH
KAPTY i 3AABNEHUE 9 HECOIMACHM B NOMULUAIO
C OMNEPALIMEM ’

i E .-. ¢
+ Mo HoMepy TenedoHa 6aHka . 3asBneHue JOMXHO . Yewm Gonblue nopeit
Ha 6aHKOBCKOM KapTe . 6bITb HANUCaHoO: ' nopapyT 3asBneHus,
Unu Ha oduuManbHOM caiite A Teusnie cytoK riocre _ TeM Bbillie BEPOSTHOCTS,
= Yyepes MobunsHoe npunoxexHune COOGLI.I,BHHFI O CNUCaHun YTO NpecTynHUKoB
« Yyepes NNYHbIA KabuHeT ACHED HerA0NMoi
Ha othMLManbHOM caiiTe 6aHKa |+ Ha MecTe B OTAENEHUM

6aHKa

« B otaeneHun 6aHka

KAK OBE3OMNACUTb AEHbI'K HA CHETAX?

HUKOMY HE COOBLLIAATE: KOOOBOE C/TOBO
« CDOK OEACTBUA KapTbl M TPEX3HA4YHbLIA KOA Ha3blBaWTe TONIBKO COTPYAHWKY BaHKa,
Ha ee o6opoTHo#W cTtopoHe (CVV/CVC) Korfa camu 3BOHUTE Ha rops4yio
NAHWIO

« Naposn 1 KoAbl U3 yBEAOMNEHWA
* IOFVH 1 NapoJslb OT OHNaNH-6aHKa

HE NYB/IMKYWUTE

nepcoHanbHble AaHHbIE B OTKPbLITOM gOCTyne BaHk He KOMICHCNPYET

noTepu, ecnn Bbl HApPyLUnu

npasuna 6esonacHoro
MCNOJIb30BaHWUA KapThbl

YCTAHOBUTE
aHTMBMPYCbl Ha BCE YCTPOICTBA

Moapo6Hee o npasunax 6esonacHoOCTH ®duHaHcoBas @
yuTamTe Ha fincult.info KynbTypa



O6ewaloT cnucaTtb gonrn?

[1poBepb, UTO 3TO
He MoweHHUKU!

@ baHk Poccumn




@ baHk Poccumn

KAK SALLUTUTDCHA
OT ®PULLUHTA




- I

[OBOPAT NpO AeHbrn?
Knaou Tpybky n cam
nepenpoBepau
nHdopmaymio!




CoTpyaHuku LileHTpobaHka

He 063BaHMUBAIOT
nogen!




OT OHJTAVH-MOLLUEHHUKOB

YT106bI fO6paThCca A0 BalMX 6@HKOBCKUX CHETOB,
MOLLUEHHUKaM HY>XXHbl Bally NepcoHasbHble AaHHble
N PEKBU3UTbI KapT

Kakue cxeMbl UCNonb3yloT adpepucTbl?

OBELLAKOT 30/10TbIE NOPbI
OnNpockl 3a BO3HarpaxaeHve, couuanbHbie BbiNAaTkl WX CBepPXNPUBLIIbHbIE
MHBECTULMOHHBIE NPOEKThl. FapaHTHsA 6bICTPOro oGoraleHns — NprusHak o6MaHa

SAMAHMBAIKOT HA PACTIPOLOAXA

OI’DOMHbIe CKMOKWN W HU3KWE LUeHbl MOTryT OKa3aTbCH MOLEHHWYECKOW YNOBKOW

CMNEKYJ/IMPYHKOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBAA10T C6OP AeHEr Ha pa3paboTKy BakUWH, 06ellaloT BepHYTh
[eHbr 3a OTMeHEeHHbIe Peickl MW NpegnaraoT NoNy4YnUTs rocyAapCcTBeHHbIe
AoTtauum

MACKWPYIOTCSH
PazsirpeialoT ponk NpoAaBLoB W NokynaTtenen Ha nonynapHelx cantax o0bABNEHWA

Kak o6e3onacutb CBOU AEHbIMM

B UHTEpHeTe?

1 YcTaHoBWTE aHTUBMPYC W PerynapHo oGHOBNANTE ero

3aBeguTe oTaenbHy gebeToByio KapTy ANA nnatexen
B UHTEPHETE W KNnaguTe Ha Hee HYXXHYI0 CyMMYy nepeq onnaton

Bcerga npoeepsaiTe agpeca 3N1eKTPOHHOM NoYTkl U CANTOB —
OHM MOTYT OTAIMYATLCA OT OhuLManbHbIX NWLb Napoii CUMBOMOB

w

4 He nepexogwute no ccbliikaMm OT HE3HaKOMLUEB —
cpasy yoanante COMHUTENbHbIE COOBLEHUA

5 Hukomy He coobliainTe CBOW NEPCOHarnbHble gaHHble

Moppob6Hee
O npaBunax

Knb6eprurmeHol
aiae a ®uHaHcosan @
Ha fincult.info < ehd Lo




HA BAC
BbIXOAAT CAMWU

AdepucTtbi MOryT
npeacTaBUTbCH Cy>X601
6e3onacHocTu baHKa,
HanoroBoOM,

npokypaTypou

Mo6oi HeoXXaaHHbIN
3BOHOK, CMC vnn nucbmo —
NoBOA, HACTOPOXUTHLCSA

£

PALYIOT BHE3ANHOW
BbIrOAOW WU NYTAIOT

CunbHble 3MOLIMKA
NPUTYNASKIOT
6aMTenbHOCTb

Q BAXXHO!

3BOHAT

M3 6aHKa, NoNuuMM

MNK OpYrof opradHusaumn?

YBEOUTECD,

YTO 3ITO HE MOLIEeHHMKK!

CoTpyAaHWKM 63aHKOB 1 NonMUmMM .

HUKOIOA He cnpawuBaloT
pPeKBMU3UTbI KapTbl, Naponu

n3 CMC, nepcoHanbHbie JaHHble

M He NPOCAT coBepLlaTb
nepesonbi C Ballen KapThbl

Kak 3awmTiTh CBOM PUHAHCHI,
yurtanTe Ha fincult.info

HA BAC OABAT

AdepucTbl Bcerpa
TOPOMNST, UTOGbI

y Bac He 6bu1o
BpeMeHu Bce 06aymMaTh

rOBOPAT O AEHBIAX

MNpepnaratoT crnacTu
cbepexeHus, NoNy4nTb
KOMMEHCALMIO UNU BNOXUTbCS
B MHBECTULIMOHHbIA MPOEKT

NPOCAT COOBLUHNTD
OAHHBIE

3noyMbllLIEHHUKOB
UHTEpecYyIOT PeKBU3UTbI
KapTbl, TApO/v 1 Koabl

M3 6aHKOBCKUX YBEAOMIEHWNA

HUKOIAA HUKOMY
HE COOBLLAUTE:

Kogbl 3 CMC

Tpex3Ha4HbliA Ko, Ha 060poTHON
cTopoHe kaptbl (CVV/CVC)
PIN-kog

naponu/noruHel K 6aHKOBCKOMY
NPUMOXEHMIO U OHMAKH-6aHKY
KOOOBOE C/oBO

NnepcoHasnbHble faHHbIe

®duHaHcoBand
KynbTypa
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@ baHk Poccum

KAK SALIMTUTD

CBOUTALDXKETDbI OT BUPYCOB

BUPYCbiI:

« OTKPLIBAIOT YAANEHHbIA AOCTYN K BalleMy YCTPONCTBY
« KPagyT NNOrvHBI M Napo/n OT OHNaH- U Mo6unbHoro 6aHka
« NepexBaTbIBalOT CEKPETHbIe KoAbl U3 cOO6LIEeHUH

3anonyymB 3T faHHble, KUGeprpecTyrnHUKu
MOrYT MOXUTUTb BCE 1IeHbrv C BalLUX CHETOB

KAK NMOHATD,

YTO YCTPOMUCTBO 3APAXEHO?

YTO AEJIATD,

ECJZIU HA YCTPOMUCTBE BUPYC?

KAK 3AWLUTUTD

YCTPOWCTBO OT BUPYCOB?

MoppobHee o sawmTe

3aBucaerT, nepesarpyXaeTcs Ui oTKnYaeTca
Camo 3aBepLuaeT paboty NpUNoOXeHUA
MNMokasbiBaeT BCn/biBaloLWe OKHA

Tepser o6kLem NamaTH

MossoHnTe B 6aHK U nonpocuTe 3a6noKUpoBaTk AOCTYN
K OHManH- u Mo6unbHoMy 6aHKy U BCe KapTbl, KOTOpbIE
MCMNONbL30Banu Ha yCcTponcTBe

OGpaTUTeCh B CEPBMCHbIN LIEHTP, YTOObI BbIIEYUTL rafKeT

ﬂepeahlnyl:'ruTe KapTbl, CMEHMUTE NOrMH U Nnaponk
OT OHNalH-6aHKa U 3aHOBO yCTaHOBUTE 6aHKOBCKOE npunoXxeHuwe

Mcnonb3yiTe aHTUBUPYC U perynapHo ero o6HoBnsanTe

He nepexopure no ccuifikam OT HE3HAKOMUEB, HEe YCTaHaBNWBaiTe
Nporpammel NMo Ux NPock6e U He UCMoNb3YiATe YyXune hneLKu

Cka4yvBaiiTe NpunoXeHus ToNbKO U3 NPOBEPEHHbIX MCTOYHUKOB
O6HoBNANTE OMNepaLUoHHYIO0 CUCTEMY YCTPONCTEA

Mzb6eraite obwepoctynHbix Wi-Fi-cetein

— g ®uHaHcoBas @
: KyneTypa



